Secured GPT

your Al assistant in the workplace

ABOUT v

Harness the capabilities of ChatGPT within your organization, ensuring your data remains
securely within your company's infrastructure. keylIT Secured GPT is designed to revolutionize
the way your employees work, serving as a powerful tool to:

e optimize tasks,
e save valuable time by streamlining repetitive processes,
e focus on higher value-added activities.

From drafting responses and summarizing texts to facilitating brainstorming sessions and
generating content for presentations, the capabilities of keyIT Secured GPT offer a wide range of
applications within your organization.

TECHNICAL SPECIFICATIONS: v
SECURED GPT:

m Platform:
Multilingual: English, Spanish, Q Microsoft Azure, hosted in Switzerland
French, German, Portuguese,

Italian, Dutch, Russian, Arabic,

Chinese. :‘Q Al Technology:
{3' < Azure Open Al - modeles : GPT-40, text-
< V'S Availability: 24/7 embedding-ada-002
°
gf‘yg Integrations:
‘_ Communication Styles: Microsoft 365 (Microsoft Teams,
“ -~ Business, Formal, Informal SharePoint Online)
' . . (EEP Deployment:
@ Configuration Options: E=] Customized within your own Azure
{@} : infrastructure.
{:Q-:}. e System prompt settings
e Customization of response size
e Selection of logo and naming FEATURES: v
for your Secured GPT during its
integration with Microsoft e Questions & Answers (Q&A)
Teams. e Text Generation

e Text Summarization

* Translations

¢ Code Generation in various programming
languages.
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CAPABILITIES: v

DASHBOARD: v

e Utilizes LLM model GPT-40, trained on a
diverse set of Internet data.

* Analyzes documents attached within
conversations for detailed insights.

e Extracts and interprets content from web
pages.

e Evaluates content from document libraries,
including M365 and SharePoint Online.

SECURITY: v

* Encryption: End-to-end encryption of data
both in transit and at rest. Utilize your own
encryption keys via Azure services.

* Authentication/Authorization: Chatbot
usage is restricted to users within a
specified security group on your Microsoft
Entra ID tenant.

e Network Security: Infrastructure relies
solely on private endpoints. The chatbot is
accessible from any authorized location or
device, adhering to the same security
policies (conditional access) applied to your
mobile applications like Outlook, Microsoft
Teams, or PowerBlI.

Provides comprehensive monitoring of keyIT
Secured GPT adoption and usage within your
enterprise.

SUPPORT AND MAINTENANCE: V

* Monitoring: Continuous surveillance of
both infrastructure and chatbot systems,
providing metrics on functionality, detected
errors, performance, and usage.

e Updates: Regular updates to incorporate
new technologies and features as
requested by clients.

* Technical Assistance: Provided by our
dedicated keyIT support team, tailored to
the specifics of the chosen support
contract.

CUSTOMIZATIONS: v

* Analytical Capability: Provides analysis of
data from databases, specific document
libraries, CRM, ERP, or any other systems
within your enterprise (consultation
required).

e Additional Communication Channels:
Integration with platforms such as Alexa,
Email, Facebook, Outlook, Skype, Slack,
Telegram, and more.

COMPLIANCE AND DATA PROTECTION v

The interactions between your users (inputs) and the chatbot (outputs), as well as the enterprise
data used by the chatbot (embeddings) and your training data (fine tuning), adhere to a strict data

confidentiality and protection policy:

e Data Non-sharing: Your data are not shared with keyIT, Microsoft, OpenAl, or any other

clients.
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COMPLIANCE AND DATA PROTECTION v

* Model Independence: Your data are not used to enhance OpenAl models or for the
automatic improvement of Azure OpenAl models. Although the models are stateless,
explicit fine-tuning with your own data is possible without sharing these models.

e Exclusive Access: Fine-tuned Azure OpenAl models are exclusively available for your use.

* Managed by Microsoft: Azure OpenAl services are fully controlled by Microsoft. OpenAl
models are hosted within the Microsoft Azure environment and do not interact with
services operated by OpenAl.

* Data Deletion: Uninstalling the keyIT Secured GPT solution from your Azure environment
results in the complete and permanent deletion of all related data.

KEYIT SECURED GPT SOLUTIONS \%

Product Name Features Status

Secured GPT Secure ChatGPT integrated into Microsoft Teams, Available
guaranteeing the protection of your company's
data, with support for document import and web
page analysis.

Enterprise GPT Includes all the features of Secured GPT and Available
allows you to respond to your company's
documents.

Secured GPT - Portal Allows the integration of our Secured GPT Consult with Us

technology on your website.

Custom Chatbot Custom development of a chatbot according to Consult with Us
your specifications: understanding terminologies
specific to your industry, integration with your
information systems.

Enterprise GPT - Portal Web portal that allows interaction with Secured Consult with Us
GPT outside of Microsoft Teams. Adds features
for managing previous sessions, feedback, etc.
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CONTACT INFORMATION v

Sales team, general information: sales@keyit.ch

Technical support: help@keyit.ch

For any specific request, please fill in the form below and our team will contact you shortly:
& ACCESS THE FORM
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